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Agenda

e Motivation with examples

e Methodology

o  Knowledge graph construction

o  Graph Al learner

e Case studies




Introduction

Reactive: Currently, a lot of attacks are detected after they are launched

Proactive: Can we detect attacks before they are launched or early during the attack?

Setting up attack infra,
recon, ...

loCs available

>
i Time

Proactive Detection

Reactive Detection
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Observations

Attackers often
e Rotate their attack infrastructure (domains, IPs, file hashes, certificates)
e Automate hosting related activities
e Reuse or share the same attack infrastructure

Attackers set up their infrastructure before they launch the attack.

Existing analyzers often detect only parts of active attack infrastructures.

Pivot on these observations to proactively protect
patient zero victims.




Example Resource Sharing in the Web




Malicious Domains Share/Rotate Hosting Infrastructure

Malicious domains
@ P addresses

=

Top hosting services:
- BL Networks

- AS-CHOOPA

- NameCheap

- Amazon

- Digital Ocean

Prolific Puma malicious link shortening service
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Malicious Domains Share TLS Fingerprints

s Malicious domains
@  TLS certificate fingerprints

822619A1
707810355...

USPS phishing campaign
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Multiple IP Addresses Share Same SSH Fingerprint

185.163.47
oil7/7/

185.163.47
89.1195.‘%09. 180

5.199.161.
55

94.158.245
/ 212
/ 3766e8bec...
91.200.148 \
131

5.252.178. 5.252.178.
28 185.166.19 161
7.239

185.163.47
137

An active self-signed certificate used by Gamaredon

Malicious IPs

SSH fingerprint



Multiple Phishing Sites Use the Same Phishing Kit

authentica-
fon-accon

appm!orm-
atic
o s2ee i conthiksd
erah.com uorg

automail-9
876.com

auth-acco-
untresolve...

apps-setu-
pstorerec...

Phishing sites using 16shop phishing kit

Malicious domains
Phishing kit




Multiple Malicious URLs Distribute Same Malware

http://click-
http://jasb- toevent.co...

Malicious URLs
ouquets.c...

iy Malware hash

http://capi-
http://dem- nvest.vn/g...

giansanac.. \ /
23bc1 2aff http://spor-
t.cash/g76...
http://prag-
athicentral...

http:/faisa-
I-ibrahim.i...

http://vete-
rinary-sur...
http:/high-
albaniatrip...

http://kary-
http:/odd- emek.net/...
sium.com/...

TeslaCrypt delivery URLs




Same Malware Connects to Multiple C2 Domains

malg:]loda MaIiCiOUS domains

File hashes

bokuwai.ru

naniga.ru
\ / \ maizuko.ru
13954770 takak. PN 7ZSfxMod
/ 7138622¢6... '“ _x86.exe
moolin.ru

krashand iruto.ru
.ru

gloritapa
.ru
gortisir.ru

. gorigan.ru gortomalo
jolotras.ru ru

Gamaredon remote admin tool
(Pteranodon)

Gamaredon stealer




Our Approach




Key Idea: Automated Pivoting + Feature Similarity

Seed malicious
domains, IPs, SSH/TLS
fingerprints, SHA256s,

etc.




Key Idea: Automated Pivoting + Feature Similarity




Key Idea: Automated Pivoting + Feature Similarity

High toxicity
neighborhood




Key Idea: Automated Pivoting + Feature Similarity

Domains similar in
features to known
Mmalicious domains*

*Same applies to IPs




Overall Pipeline

Attacker created | . Domain-TLS
ozl A
" | Domain-SHA256 | |

Malicious . PRI FIENY) . Co-hostlng_ | Knowledge graph .

> released — based domain [—— . = Graph Al model
hostnames ! . : builder

hostnames : discovery :
L pssH
. | Domain/lP-PK | |




Guided Discovery of Domains (Co-Hosting Relationship)

Additional
hosting IPs

Other co-hosted
domains

Hosting IPs

Seed malicious domains




Graph Al-based Detection of Malicious Domains




Graph Schema

e Nodes

o Domain

o Subdomain

o IP

o  File hash

o  TLS/SSH certificate fingerprint
e FEdges

o Domain-Subdomain

o Domain-IP

o Domain-FileHash

o |IP-SSH, Domain-TLS




Labeled Data

e Malicious
o In-house malicious domains
e Benign

o  Tranco top 100K domains

o In-house benign domains




Features
e Lexical features (e.g., # brand/suspicious keywords, # hyphens)
e Hosting features (e.g., # IPs, hosting duration)
e WHOIS features (e.g., age, days to expiration, privacy)
e Certificate features (e.g., type, issuer)

e |IP features (e.g., # domains, ASN, CC)

e Content-based features (e.g., # iframes, webform?)




Training the Graph Al (GNN) Model

Domain, IP

Graph
construction

Lexical features
Hosting features
WHOIS features

Feature

(2K from each class)

Labeled data
injection

A

| Semi-supervised

extraction

GNN

GCNConvl GCNConv2

GraphSAGE




Preliminary Results

Local feat 81.05 70.10
Shallow embedding (node2vec) | 84.07 72.23 .
Precision 95.2% | 99.9%
Shallow embedding 86.22 74.54
(metapath2vec) Recall 92.3% | 53.1%
Local features + Shallow 89.01 78.32
embedding
GNN 95.20 92.30

* At 0.5 default cut-off threshold




Results - Why it works Benign
@ Malicious

2w
" L4
‘. 2
’\

‘ L ]
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Casses Classes Classes %
e 0 e 0 e 0

1 1 1

Week T Week 2 Week 3
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Case Studies




Case Study 1: Gamaredon APT

A prominent Russian APT group targeting mainly Ukraine

Operational since 2014

=3

BB

html file with .rar/.zip file
base64 encoded containing malicious
rar/.zip .Ink

/> |</>

Malicious
Ink

Malicious File
URL

HTA file VBScripts

Command and
Control

fZ7UNIT 42
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Gamaredon - Seed Domains

e oOffspringo.ru

offsm'lngo dostaliho

holmiumo ru

dostaliho.ru

e komekgo.shop
e mexv.ru

e erinaceuso.ru e 161.35:118

87

e mahirgo.shop

e holmiumo.ru

mexv.ru :
mahirgo erinaceus- komekgo

.shop o.ru .shop

Hosting Infrastructure
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Gamaredon - Guided Expansion @ Sced malicious domains

© Expanded unknown domains
@ P addresses




Gamaredon - Flagged Malicious Domains

\‘ holmiumo oftpringo ,f’

j

/
“/

- \w //

i

Seed malicious domains
Expanded unknown domains

IP addresses

00O

Flagged malicious domains

Later 34 domains were flagged
later as Malware by other vendors.
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Case Study 2: Postal Phishing Campaign

=2 USPSCOM’

USPS Tracking”

e Arecent campaign targeting USPS and 12 other

national postal services around the world.
e Attack vector: Smishing

e Collected ~450 seed domains from this campaign

o Hosted on ~400 unique IP addresses

e |dentified ~5000 additional domains hosted on these

~400 |IP addresses in the last 3 months.

o ~30% of them later flagged malicious by other vendors

,,,,,,,,,,,,
9300120111410471677883

© Gory 4 Adtto tormed Datvery

USPS

Your package Is on hold for an Invalid
recipient address. Fill in the correct address
Info by the link.

click update




Postal Phishing Campaign: Seed Domains and Hosting Infrastructure

anpost-ser-
ver.top

@ Seed malicious domains

146.112.61
.108 anipost.to- 202
p

wis7n @ P addresses

ainpost.to-

Hosting infrastructure shared by phishing domains targeting anpost[.Jcom (Ireland'’s
national postal service).




Postal Phishing Campaign - Graph Expansion

@ Seed malicious domains
© Expanded unknown domains
@ P addresses

Graph expansion for the phishing pages targeting An Post (anpost[.Jcom)




Postal Phishing Campaign - Flagged Malicious Domains

Seed malicious domains
Expanded unknown domains

IP addresses

Flagged malicious domains




Summary

e Threat actors unintentionally leave behind traces of information

o Domains, IPs, Certificates, File Hashes, Phishing Kits

e How we can pivot on these traces to find malicious domains before they are weaponized
o  Building a knowledge graph
o Training a GNN over the knowledge graph

e Two examples showing that our detector can proactively uncover criminal infrastructure

e Uncovered tens of thousands of high-confidence malicious domains in the last two

months




Q&A

Nabeel Mohamed - mmohamednabe@paloaltonetworks.com
[} linkedin.com/in/myoosuf

Janos Szurdi - j[szurdi@paloaltonetworks.com

[} linkedin.com/in/szurdi
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