Where are you taki
ive Traffic

Understa

Distri

ndi

OU

ng abus

ng me?

tion Systems

Janos Szurdi'?, Meng Luo?, Brian Kondracki?,
Nick Nikiforakis? and Nicolas Christint

1Carnegie Mellon University 2Stony Brook University

3Palo Alto Networks



Dear Samsung Galaxy S9
user,

[ ] [ J Monday ,January 7, 2019
Congratulations Samsung Galaxy S9
user! You are one of the lucky visitors
we've personally selected for a chance
to get a $1000 visa giftcard or $1000

Walmart giftcard!

You won a $1000 gift card
®
®
@

Your version of Flash Player might be
outdated
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Your Flash Player is outdated

Traffic Distribution Systems

Let me visit youtuge.com



Traffic Monetization
Pay-Per-Click:
1. User types 2. User Clicks 3. User Redirected
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AMERICA'S CHOICE 25 2020

Stunning division at State of the Union
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Pay-Per-Redirect:
1. User types 2. User Automatically Redirected
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Typo: steampowerTed.com
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You're browsing as a Guest

Pages you view In this window won't appear in the browser history
and they won't le ther traces, like cook

on the computer

after you close all open Guest windows. Any files you download will

be preserved, however



Three Questions

1. Cooperation between different illicit traffic sources

2. User Differentiation

3. Cloaking and blocking

* Cloaking: hiding malicious content from security researchers



Measurement in an Adversarial Setting

Goal of Adversary: send users to malicious landing pages while hiding from
security researchers to maximize profit

Example methods:
* IP Reputation: cloak when visit is from a datacenter IP
 |P Rate limiting: cloak if too many requests from same IP

* Header based: show malicious content only to users coming from a Google
search

e Basic bot detection: do not show malicious content if bot is detected
* E.g., can handle cookies and JavaScript



Cloaking: Blackhat SEO
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November 2014 Endorsements
Endorsements for state and federal
races and ballot measures
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Legislative Wrap Up
Check out highlights from the 2013
legislative year.
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Work Connects Us All
Celebrate the work we do and learn
how we're all connected.
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Cloaking: Blackhat Search Engine Optimization

Buy cialis no prescription
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Cloaking: Blackhat SEO

Language: EN -~ Currency: LSO - E Your cart: is empty
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252% more illicit pharmacies when setting referrer
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oaking: IP Based

B® Windows  Store~

Products~ Supp

Call for suppor

(833) 642-4256)

0 Manage my account

Windows Windows Phone 8

.

Surface

Business, IT & developer
Support for small business

Enterprise and partners

()

Windows Edge

support.Windows.com says:

= Windows Warning Alert **
Malicious Pornegraphic Spyware/Riskware Detected

Error

Please call us immediately at: (833) 642-4256

Do not ignore this critical alert.

If you close this page, your computer access will be disabled to
prevent further damage to our network.

Your computer has alerted us that it has been infected with a
Pornographic Spyware and riskware. The following information is
being stolen...

= Financial Data

= Facebook Logins

= Credit Card Details

=> Email Account Logins

= Photos stored on this computer

You must contact us immediately so that cur expert engineers
can walk you through the removal process over the phone to
protect your identity. Please call us within the next 5 minutes to
prevent your computer from being disabled or frem any
information loss.

Toll Free: (833) 642-4256

U Prevent this page from creating additional dialogues.

]

Lumia devices

e

Internet Explorer Skype

View all Windows products

Set up & install
How to upgrade to Windows 10

Install Office 365 Home, Personal, or University

0o Toll Free : (833) 642-4256

Call for support:

(833) 642-4256)

[ Find downloads

a

Office OneDrive
Outlook.com MSN

Popular topics
Activation in Windows 10

Need Help with Office 20167
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Cloaking: IP Based

VISA Dear Desktop Desktop user,
Saturday, February 9, 2019

Congratulations! We are celebrating $50 BILLION Dollars of
Daily Transaction Volume, and you are 1 of the 10 users
we've selected to claim (1) $1000 Visa Gift Card.

This is our way of saying Thank You for Being a loyal Visa
user! Answer the questions below to claim your gift card.




Cloaking: IP Based

N o) o By * Buy Sell Rent Mortgage Find Realtors® My Home News & Insights Log In Sign Up Advertise
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Pittsburgh, PA x | Q Price Bed Bath Property Type More Filters Save Search © View Map

Pittsburgh, PA Apartments and Homes for Rent

1,314 Rentals Sort by Freshest Listings v

-
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Should You
Rent or Should

You Buy?

Apartment for Rent Apan'ment for Rent

Apartmentfor Rent

s720+ /month $1 ,01 5+ /month $1 1 80+ /month
0-2 bed 1-2 bath 300+ sqgft 0-3 bed 1-2 bath 345+ sqft 1-2 bed 1-2 bath 308+ sqft
Franklin West Apartments, Leasing Office 272 Shady Ave, Pittsbur... Arsenal 201 3922 Foster St, Pittsburgh, PA 15201 950 NORTHSHORE 950 Progress St, Pittsburgh, PA 15212
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Park View Apartments 10 Allegheny Ctr, Pittsburgh, PA 15212 Carson Street Commons 2525-2539 E Carson St, Pittsburgh, PA 1... The Ashby at South Hills Village Station 1100 Village Dr, Pittsburg... City View 1420 Centre Ave, Pittsburgh, PA 15219
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Observatory and Detector of lllicit ad Networks

Module

DB

}

Target Creation and
Selection

}

| Squid Proxies "l
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. . Analysis
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Config |g=p
File
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Observatory and Detector of lllicit ad Networks

Using six different profiles ODIN found 81% more

malicious landing pages than the best performing
profile by itself

1| Ad-based URL Shortening || Multiprocessing Crawling

- - Scheduler
Config |g=p
File \ Main Orchestrator
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IP Cloaking experiment

Label One IP 240 IPs Difference

Error
Benign
Ilicit
Suspicious

Malicious

62,947
144,756
9,937
1,373
1,287

56,794
148,428
10,835
1,672
2,690

-9.8
+2.5
+9.0
+21.8
+109.0

15
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Malicious Redirection.Chains: Phone vs Desktop
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- @ Domains visited as a phone user i 1A

. @ . Domains visited as a desktop user - Y
@ Domains visited both as a desktop and a phone user | i
Directed edges: :

Redirection between two nodes ” P TR 17




stream

User Targeting Example

Dear Samsung Galaxy S9
user,

Monday ,January 7, 2019 glass \

Congratulations Samsung Galaxy S9
user! You are one of the lucky visitors
we've personally selected for a chance
to get a $1000 visa giftcard or $1000
Walmart giftcard!

Nodes:

‘ Domains visited as a phone user
@ Domains visited as a desktop user
‘ Domains visited both as a desktop and a phone user

Directed edges:
Redirection between two nodes

18



Shared Traffic Broker Domains

lllicit Movie Streaming

lllicit Pharmacies - 13
Typosquatting - 354
Ad-based URL Shortening - 145
llicit
Streaming

13 354

88 11

11

13 88

llicit Typosquatting
Pharmacies

2000

145

1600

13
1200

as - 800

- 400

329

URL
Shortening
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Google Safe Browsing Performance
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. Google Safe Browsing Performance
= -~ |

Average seven day delay in blacklisting by GSB

GSB finds 32% less malicious pages compared to ODIN




Predicting Malicious Redirection Chains
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Takeaways

1. Different illicit traffic sources often use the same TDSs for profit
2. Cloaking and blocking are widely adopted

3. Phone and desktop users are treated differently

4. Popular blacklists lack coverage for phone users

5. We can protect users by predicting malicious redirection chains

jszurdi@alumni.cmu.edu



