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Outline

1. Examples of threats we detect using AI

2. Deep Dive 1: knowledge graphs and graph neural networks (GNNs) to proactively find 
malicious infrastructure 

a. Lead: Nabeel Mohamed

3. Deep Dive 2: finding domain hijacking in big datasets
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Certificates help to ensure that the 
webpage you received is from the owner 

of the visited domain.



Domain Wars



Hijacked Domain Redirecting to a Phishing Page



Typosquatting: steampowerTed.com - Malicious Download

https://docs.google.com/file/d/1sUn1Sy_AGupdGM_lYu3QRIFuq5uLZ1CX/preview


Typosquatting: steampowerTed.com - Malicious Download



Typosquatting: steampowerTed.com - Scam Page

https://docs.google.com/file/d/1F-B1CP341wtaBl6hyA8Okd7OQFqigsOa/preview


Typosquatting: steampowerTed.com - Scam Page



Dictionary DGA Domains

azure.bingads.trafficmanager.net
warningscapable.space
google.com
ferrum.network
files.slack.com
resources.xg4ken.com
bbc.co.uk
pendingsuggestaffliction.com
www.youtube.com
physicsseparately.com
announcedvillainvaluable.com
bradstones.ca
sqm.microsoft.com
telex.hu
facebook.com
sdk.privacy-center.org

api.office.netd
account.bbc.com
waitfree.net
login.windows.net
warningscapable.space
r3.o.lencr.org
autodiscover-s.outlook.com
whetherdirect.net
i.hootsuite.com
e1723.dscd.akamaiedge.net
cdn.onenote.net
fallfree.net
pendingsuggestaffliction.com
verythere.gq
thrashermagazine.com
files.slack.com

Customer 1 DNS Requests Customer 2 DNS Requests
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Unit 42 Blogs

● Cybersquatting: Attackers Mimicking Domains of Major Brands

● Beneath the Surface: Detecting and Blocking Hidden Malicious Traffic 
Distribution Systems

https://unit42.paloaltonetworks.com/cybersquatting/
https://unit42.paloaltonetworks.com/detect-block-malicious-traffic-distribution-systems/
https://unit42.paloaltonetworks.com/detect-block-malicious-traffic-distribution-systems/


Strategically Aged Domains
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Why strategically aged domain matters?

Advanced persistent threats are increasingly stockpiling 
domains with high reputation to evade security vendors in 
order to carry out attacks including phishing and stealthy data 
exfiltration

Register new 
domain

Wait months or 
years before use

Use aged domain 
in targeted attack

Strategically Aged Domains

Domains reserved and left dormant for months or years before use to bypass security 
vendor reputation checks

Every day, ~30K 
domains that 
have been 
dormant for 
months or years 
gain >10.3 
times more 
traffic within 
one day

~22.27% of the 
domains are 
malicious or 
suspicious 



Case Study: Pegasus Spyware Campaign

● Two command & control (C2) domains 
registered in 2019

● Domains aged for two years 

● Became active around July 2021 with daily 
DNS traffic spiking 56x times

● Use of subdomains generated by domain 
generation algorithms (DGA) to carry C2 
traffic

Dec 3, 2021

NSO’s stealthy malware gives full remote access to infected 
devices



16  |  © 2020 Palo Alto Networks, Inc. All rights reserved.

Unit 42 Blogs

● Strategically Aged Domain Detection: Capture APT Attacks With DNS 
Traffic Trends

● Toward Ending the Domain Wars: Early Detection of Malicious Stockpiled 
Domains

https://unit42.paloaltonetworks.com/strategically-aged-domain-detection/
https://unit42.paloaltonetworks.com/strategically-aged-domain-detection/
https://unit42.paloaltonetworks.com/detecting-malicious-stockpiled-domains/
https://unit42.paloaltonetworks.com/detecting-malicious-stockpiled-domains/


Compromised DNS Zones



Why do attackers use compromised domains?

Purchase Apex Domain

Eg. malicious.com

Set up malicious website

Cons:
● Bad domain reputation
● Malicious domain name patterns
● Suspicious traffic behavior

 Pros:
● Inherit the reputation of the compromised 

legitimate domains
● Infinite beguiling subdomain names
● Low cost

Modus Operandi

Domain Shadowing

Compromise Benign Domains

Eg. good.com 

Set up malicious website



Case Study: Microsoft Cred Phishing Campaign

snaitechbumxzzwt.barwon
bluff[.]com.au

● 27.131.74.5 (AU)
● Active since 2003, Used to be in Alexa 

Top list in 2018

● login.elitepackagingblog[.]com
● 62.204.41.191 (RU)

Landing Page Stealing Microsoft Creds

barwonbluff[.]com.au

Phishing Email

ocwdvmjjj78krus.halont.edu[.]au
carriernhoousvz.brisbanegateway[.]
com …

62.204.41.0/24

● 62.204.41.247 (RU)

Redirect

Initial 
Phishing Link

Home 
Page

IP
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Unit 42 Blogs

● Domain Shadowing: A Stealthy Use of DNS Compromise for Cybercrime

● Automatically Detecting DNS Hijacking in Passive DNS

https://unit42.paloaltonetworks.com/domain-shadowing/
https://unit42.paloaltonetworks.com/detect-dns-hijacking-passive-dns/


DNS Tunneling



Covert Communication over DNS

Compromised 
Host Attacker-Controlled 

Authoritative DNS Server

DNS Request Type: TXT/A/AAAA/MX/etc.
Query: OS44LjcyNg.badsite.com

DNS Response: 
Encoded Binary Executable File

Attackers can leverage DNS to download 
malicious payload to facilitate next steps

Compromised 
Host Attacker-Controlled 

Authoritative DNS Server

b9dc2p.systemdupdates.com

Encoded data 
fragments

Domain used to 
spread out exfil

Attackers can leverage DNS to exfiltrate 
the stolen data

DNS Exfiltration DNS Infiltration



Case Study: Cobalt Strike Exfiltration
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DNS query for post.3bfed893680f12…dns11.tunneling-domain.com

DNS Server 
resources.tunneling-domain.com

Compromised 
Host

Stolen 
Data

● Cobalt Strike is a commercial command & control (C2) application. It’s widely used in 
penetration tests and attacking campaigns.

● The tunneling domain was registered on July 7, 2021 and carried data exfiltration traffic 
on March 24, 2022.

● DNS Security blocked ~4KB data exfiltration through 112 DNS requests.

Operate

Inject Trojan

Encoded data 
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Unit 42 Blogs

● Understanding DNS Tunneling Traffic in the Wild

● Leveraging DNS Tunneling for Tracking and Scanning

https://unit42.paloaltonetworks.com/dns-tunneling-in-the-wild/
https://unit42.paloaltonetworks.com/three-dns-tunneling-campaigns/


Proactively hunting for 
low-reputed infrastructure used 
by large cybercrimes and APTs 



Outline

● Motivation with examples

● Methodology

○ Knowledge graph construction

○ Graph AI learner

● Case studies



Introduction

● Reactive: Currently, a lot of attacks are detected after they are launched 

Time

Attack

Setting up attack infra, 
recon, ...

Proactive Detection

Reactive Detection

IoCs available

● Proactive: Can we detect attacks before they are launched or early during the attack?



Observations

Attackers often

● Rotate their attack infrastructure (domains, IPs, file hashes, certificates)

● Automate hosting related activities

● Reuse or share the same attack infrastructure

Attackers set up their infrastructure before they launch the attack.

Existing analyzers often detect only parts of active attack infrastructures.

Pivot on these observations to proactively protect 
patient zero victims.



Example Resource Sharing in the Web



Malicious Domains Share/Rotate Hosting Infrastructure

Prolific Puma malicious link shortening service

Top hosting services:
- BL Networks
- AS-CHOOPA
- NameCheap
- Amazon
- Digital Ocean

Malicious domains

IP addresses



Malicious Domains Share TLS Fingerprints

USPS phishing campaign

Malicious domains

TLS certificate fingerprints



Multiple IP Addresses Share Same SSH Fingerprint

An active self-signed certificate used by Gamaredon

Malicious IPs

SSH fingerprint



Multiple Malicious URLs Distribute Same Malware

TeslaCrypt delivery URLs

Malicious URLs

Malware hash



Our Approach



Key Idea: Automated Pivoting + Feature Similarity

IoCs

Seed malicious 
domains, IPs, SSH/TLS 
fingerprints, SHA256s, 

etc.



Key Idea: Automated Pivoting + Feature Similarity

IoCs
Strong associations

Weak Associations



Key Idea: Automated Pivoting + Feature Similarity

IoCs

High toxicity 
neighborhood



Key Idea: Automated Pivoting + Feature Similarity

IoCs

Domains similar in 
features to known 
malicious domains

Domains similar in 
features to known 

malicious domains*

* Same applies to IPs



Overall Pipeline

Malicious 
hostnames

Profile newly 
released 

hostnames

Co-hosting 
based domain 

discovery
Graph AI model

Malicious domains

Knowledge graph 
builder

Domain-SHA256

Domain-TLS

IP-SSH

Domain/IP-PK

Attacker created 
domains

Redirections



Guided Discovery of Domains (Co-Hosting Relationship)

Seed malicious domains

Hosting IPs

Other co-hosted 
domains

….
Additional 
hosting IPs



Graph AI-based Detection of Malicious Domains



Graph Schema

● Nodes

○ Domain

○ Subdomain

○ IP

○ File hash

○ TLS/SSH certificate fingerprint

● Edges

○ Domain-Subdomain

○ Domain-IP

○ Domain-FileHash

○ IP-SSH, Domain-TLS



Labeled Data

● Malicious

○ In-house malicious domains

● Benign

○ Tranco top 100K domains

○ In-house benign domains



Features

● Lexical features (e.g., # brand/suspicious keywords, # hyphens)

● Hosting features (e.g., # IPs, hosting duration)

● WHOIS features (e.g., age, days to expiration, privacy)

● Certificate features (e.g., type, issuer)

● IP features (e.g., # domains, ASN, CC)

● Content-based features (e.g., # iframes, webform?)



Training the Graph AI (GNN) Model

Graph 
construction

Feature 
extraction

Semi-supervised 
GNN

Malicious 
domains

Benign 
domain

Labeled data 
injection

GraphSAGE

(2K from each class)

Domain, IP

Lexical features
Hosting features
WHOIS features



Preliminary Results

Model Precision* Recall*

Local features 81.05 70.10

Shallow embedding (node2vec) 84.07 72.23

Shallow embedding 
(metapath2vec)

86.22 74.54

Local features + Shallow 
embedding

89.01 78.32

GNN 95.20 92.30

* At 0.5 default cut-off threshold

Metric\Thresh. 0.50 0.98

Precision 95.2% 99.9%

Recall 92.3% 53.1%



Results - Why it works Benign

Malicious

Week 1 Week 2 Week 3



Case Studies



Case Study 1: Gamaredon APT

● A prominent Russian APT group targeting mainly Ukraine

● Operational since 2014

● 100s of seed domains

● ~2500 new malicious domains identified



Gamaredon - Seed Domains

● offspringo.ru

● dostaliho.ru

● komekgo.shop

● mexv.ru

● erinaceuso.ru

● mahirgo.shop

● holmiumo.ru

Hosting Infrastructure



Gamaredon - Guided Expansion Seed malicious domains

Expanded unknown domains

IP addresses

~300 domains in the neighborhood



Gamaredon - Flagged Malicious Domains Seed malicious domains

Expanded unknown domains

IP addresses

Flagged malicious domains

● 40 high-confidence detections
● Later 34 domains were flagged 

later as Malware by other 
vendors. 



Case Study 2: Postal Phishing Campaign

● A recent campaign targeting USPS and 12 other 

national postal services around the world.

● Attack vector: Smishing

● Collected ~450 seed domains from this campaign

○ Hosted on ~400 unique IP addresses 

● Identified ~5000 additional domains hosted on these 

~400 IP addresses in the last 3 months.

○  ~30% of them later flagged malicious by other vendors



Postal Phishing Campaign: Seed Domains and Hosting Infrastructure

Hosting infrastructure shared by phishing domains targeting anpost[.]com (Ireland’s 
national postal service). 

Seed malicious domains

IP addresses



Postal Phishing Campaign - Graph Expansion

Graph expansion for the phishing pages targeting An Post (anpost[.]com)

Seed malicious domains

Expanded unknown domains

IP addresses



Postal Phishing Campaign - Flagged Malicious Domains

Seed malicious domains

Expanded unknown domains

IP addresses

Flagged malicious domains



Detecting Domain Hijacking in 
Passive DNS



Outline

● Introduction

● Methodology

○ Training a machine learning model

○ ML in production

● Case studies



What is Domain Hijacking?

● Attackers compromise a domain name

○ Account takeover at registrar or DNS service provider

○ Compromise registrar or DNS service provider

● Point compromised domain name to attacker server

● Expose users to phishing, MitM attack, drive-by-download sites, etc.

Compromise Benign Domains

Eg. good.com 

Set up malicious website



Domain Hijacking of a Large Brazilian Bank

● On Oct. 22, 2016 cybercriminals gained control of all 36 domains of the bank

○ Used Let’s Encrypt to establish certificates

● Pointed all of the bank’s employees and customers to malicious servers

○ Over 5 million customers exposed

○ Phishing sites and malware

● Malware 

○ Disabled antimalware software

○ Harvested Credentials

○ Targeted other banks



Challenges

● Hundreds of millions of new DNS records every day

● Only a few domain hijacking records expected

● Hundreds of terabytes of historical data to process

● Very few cases of known hijacking  DNS records for training an ML model



Training a Machine Learning Model

● Simulate realistic DNS hijacking attacks

○ Using real DNS data

○ Inject it back to our passive DNS dataset

● Labeled data

○ Positive labels: simulated DNS hijacking records

○ Negative labels: all new records

● Extract 74 features

● Train a machine learning model



Features used

● Comparison of DNS History of new IP and old IP addresses

○ Average DNS record age

● DNS History of new IP

○ # domains where IP address is new

● Comparison of geolocation of new IP and old IP addresses

○ Is country, ISP, ASN new?

● DNS History of the compromised domain

○ # IP addresses, # of IP countries

○ # of new record types



Features used

● Comparison of DNS History of new IP and old IP addresses

○ Average DNS record age

● DNS History of new IP

○ # domains where IP address is new

● Comparison of geolocation of new IP and old IP addresses

○ Is country, ISP, ASN new?

● DNS History of the compromised domain

○ # IP addresses, # of IP countries

○ # of new record types

Random forest classifier achieves:
● Precision: 0.99
● Recall: 0.97



Machine Learning in Production



Numbers in Production



Political party dkujpest[.]hu - original website



Political party dkujpest[.]hu - phishing webpage



Large U.S. utility management company - defaced webpage



Large U.S. utility management company - hijacked DNS record



Large internet service provider - hijacked DNS record



Research Institution c-sharp[.]in - original website



Research Institution c-sharp[.]in - hijacked website



Summary

● We face a large variety of threats

● Threat actors unintentionally leave behind traces of information

● We can leverage large datasets to detect malicious and compromised domains

● AI is necessary:

○ Connect the dots in large datasets

○ Proactive detection

○ Solve needle in a haystack problems



Q&A

Janos Szurdi - jszurdi@paloaltonetworks.com
linkedin.com/in/szurdi

mailto:jszurdi@paloaltonetworks.com
http://linkedin.com/in/szurdi

