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Outline

1.  Examples of threats we detect using Al

2. Deep Dive 1. knowledge graphs and graph neural networks (GNNSs) to proactively find
malicious infrastructure

a. Lead: Nabeel Mohamed

3.  Deep Dive 2: finding domain hijacking in big datasets
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Background

Certificates help to ensure that the

webpage you received is from the owner
of the visited domain.

LT

Web
Server




Domain Wars



Hijacked Domain Redirecting to a Phishing Page

BE Microsoft
Sign in

fomeone@example.com

Can’t access your account?

Qh Sign-in options




Typosquatting: steampowerTed.com - Malicious Download

You're browsing as a Guest
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https://docs.google.com/file/d/1sUn1Sy_AGupdGM_lYu3QRIFuq5uLZ1CX/preview

Typosquatting: steampowerTed.com - Malicious Download

x  + - o X

PN
Q
®

downloadappguide.com y st . ’ 1 469 ( UTH =]

Your version of Flash Player might be outdated

Please always use the latest software versions for best
performance

Open Software Updater is a free downioad that wil keep youup 1o date automatally
checking each nous for updates - No restart s roqured |

Open Softwars Updater SOF TWARE LICENSE AGREEMENT PLEASE READ CAREFULLY THE
TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT (AGREEMENT") BEFORE PROCEEDING
WITH OPERATION OF THE SOFTWARE ("SOFTWARE") WHICH IS LICENSED HEREUNDER (NOT
SOLD) BY CLICKING THE "YES™ BUTTON BELOW AND BY DOWNLOADING, INSTALLI NG on usmG
THE SOFTWARE. YOU ARE ACCEPTING AND AGREEING TO THE TERMS AND CONDIT

THIS AGREEMENT AND THE WEBSITE PRIVACY POLICY (). IF YOU ARE NOT WILLING ToBE
BOUND BY THE TERMS AND CONDITIONS OF THIS AGREEMENT AND THE PRIVACY POLICY. THEN
CLICK THE X" BUTTON TO TERMINATE THE SOFTWARE OPERATION THIS WEBSITE 0

(WEBSITE') IS FULLY OWNED BY Open Software Updater (LICENSOR") AND THIS AGREEMENT IS A
LEGAL AGREEMENT BETWEEN YOU, EITHER AN INDIVIDUAL OR A SINGLE ENTITY (YOU" OR
"LICENSEE") AND LICENSOR REGARDING THE SOFTWARE AS SUCH PERSONAL INFORMAITON
SUCH AS EMA RE REQUIRED FOR THE

Q mr-n»,-unu--w ¥ = =

Accept and Inst |
Updates are ready to Install
Frash barg ou of cate s 3 nuarer 00 seciany ek
scrrang ot eseachers
S Uptaes i v

over 8 Gsen Gl gy p o ik S b, o 56
ocwricad row

Copyngnt Open Software Upaster

Agabe Flash Payer Iz
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Typosquatting: steampowerTed.com - Scam Page

You're browsing as a Guest
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https://docs.google.com/file/d/1F-B1CP341wtaBl6hyA8Okd7OQFqigsOa/preview

Typosquatting: steampowerTed.com - Scam Page

Microsoft Store Products Support

soft.com

Mic

soft Support
VIRUS ALERT FROM MICROSOFT
This computer is BLOCKED

Do not close this window and restart your computer
Your computer’s registration key is Blocked.

Why we blocked your computer?
Microsoft Security Tollfree

+1-855-570-6851 The window's

¥ Provent this page from creating additional dialogues This windoy

wration key is ilegal

Enter Windows registration key to unblock | Enter ke

ssing pirated software

This windo

ing vinus over the interet

This window is hacked or used from undefined location

lock this computer

act mi

ine to reactivate your computer

e feecback

Windows Support Alert
Your System Detect Some Unusual Activity

I might harm your computor data and Wack your financial activibes.

Please report this activity to +1-855-570-6851

p ) o022/024
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Dictionary DGA Domains

Customer 1 DNS Requests Customer 2 DNS Requests

api.office.netd

azure.bingads.trafficnanager.net

warningscapable space
google.com

ferrum.network
files.slack.com
resources.xg4ken.com
bbc.co.uk
pendingsuggestaffliction.com
www.youtube.com
ohysicsseparately com
announcedyvillainvaluable com
bradstones.ca
sgm.microsoft.com

telex.hu

facebook.com
sdk.privacy-center.org

account.bbc.com
waitree.net
loginwindows.net
warningscapable.space
r3.o0.lencr.org
autodiscover-s.outlook.com
whetherdirect.net
i.hootsuite.com
el723.dscd.akamaiedge.net
cdn.onenote.net
fallfree.net

pendingsuggestaffliction com

verythere gq
thrashermagazine.com
files.slack.com
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Unit 42 Blogs

e Cybersquatting: Attackers Mimicking Domains of Major Brands

e Beneath the Surface: Detecting and Blocking Hidden Malicious Traffic

Distribution Systems



https://unit42.paloaltonetworks.com/cybersquatting/
https://unit42.paloaltonetworks.com/detect-block-malicious-traffic-distribution-systems/
https://unit42.paloaltonetworks.com/detect-block-malicious-traffic-distribution-systems/

Strategically Aged Domains



Why strategically aged domain matters?

Advanced persistent threats are increasingly stockpiling
domains with high reputation to evade security vendors in

order to carry out attacks including phishing and stealthy data Every day, ~30K | ~22.27% of the
exfiltration domains that domains are
have been malicious or
dormant for suspicious
. . months or years
Strategically Aged Domains gain >10.3
Domains reserved and left dormant for months or years before use to bypass security times more

traffic within

vendor reputation checks
one day

@)

Register new Wait months or Use aged domain
domain years before use in targeted attack

%o paloalto




Case Study: Pegasus Spyware Campaign

|
|

l w NSO's stealthy malware gives full remote access to infected

l. devices
l\ Dec 3, 2021

e Two command & control (Cz) domains ~ Total DNS Traffic = DGA DNS Traffic
registered in 2019 o0

e Domains aged for two years 600

e Became active around July 2021 with daily 40
DNS traffic spiking 56x times

200

e Use of subdomains generated by domain

generation algorith ms (DGA) to carry C2 ° 20210705 20210710 20210715 20210720 20210725 20210730
traffic




Unit 42 Blogs

e Strategically Aged Domain Detection: Capture APT Attacks With DNS
Traffic Trends

e Toward Ending the Domain Wars: Early Detection of Malicious Stockpiled
Domains



https://unit42.paloaltonetworks.com/strategically-aged-domain-detection/
https://unit42.paloaltonetworks.com/strategically-aged-domain-detection/
https://unit42.paloaltonetworks.com/detecting-malicious-stockpiled-domains/
https://unit42.paloaltonetworks.com/detecting-malicious-stockpiled-domains/

Compromised DNS Zones



Why do attackers use compromised domains?
\

/ Modus Operandi
Bad domain reputation

* O o
W
s L L [ J
g e Malicious domain name patterns
Set up e Suspicious traffic behavior
mé)//c:/ous weh
Site /

Domain Shadowing

gn DoA™ |l

Pros:

L~ . :

@ e Inherit the reputation of the compromised
legitimate domains

gent
mp\,om\se w
g e Infinite beguiling subdomain names
Set — Crom— e |ow cost
M
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Case Study: Microsoft Cred Phishing Campaign

C A Dangerous | barwonbluff.com.au B %

t Initial
} 4 Phishing Link

Phishing Email

Friends of the Bluff ~ The Bluff News BluffLife Habitats Resources Contactus

Home sesee0

@ snaitechbumxzzwt.barwon )/

W \ricrosoft bluffl.Jcom.au -2
- icrosof

‘ e 62.204.41.247 (RU) barwonbluff[.Jcom.au

Xi*;';*;gg B Soeomrilo yen e 27.131.74.5 (AU)

: \ e Active since 2003, Used to be in Alexa
B Jeaee e RECIE: P Top list in 2018
N
0 \
Back \\\ 62-204.41.0/24
. . . .. ocwdvmyjjj78krus.halont.edul.Jau

Landing Page Stealing Microsoft Creds B

carriernhoousvz.brisbanegateway/.]

e Jogin.elitepackagingblog[.Jcom com ...

e 62.204.41.191 (RU)
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Unit 42 Blogs

e Domain Shadowing: A Stealthy Use of DNS Compromise for Cybercrime

e Automatically Detecting DNS Hijacking in Passive DNS



https://unit42.paloaltonetworks.com/domain-shadowing/
https://unit42.paloaltonetworks.com/detect-dns-hijacking-passive-dns/

DNS Tunneling



Covert Communication over DNS

b9dc2p. systemdupdates.com

Attacker-Controlled
Encoded data Domain used to  Authoritative DNS Server
fragments spread out exfil

Compromised
Host

DNS Exfiltration

Attackers can leverage DNS to exfiltrate
the stolen data

DNS Request Type: TXT/A/AAAA/MX/etc.
E(g Query: OS44LjcyNg.badsite.com | = '.'.'-l
— DNS Response:

a

-
. Encoded Blnaly Executable File

Compromlsed

Host Attacker-Controlled
Authoritative DNS Server

DNS Infiltration

Attackers can leverage DNS to download
malicious payload to facilitate next steps

4y paloalto



Case Study: Cobalt Strike Exfiltration

Inject Trojan

Compromised
Host

Stolen iOperate
Data
Y
cobaltstrike DNS query for post.3bfed893680f12...dnsll.tunneling-domain.com |l
by HelpSystems |
| DNS Server
Encoded data resources.tunneling-domain.com

e Cobalt Strike is a commercial command & control (C2) application. It's widely used in
penetration tests and attacking campaigns.

e Thetunneling domain was registered on July 7, 2021 and carried data exfiltration traffic
on March 24, 2022.

e DNS Security blocked ~4KB data exfiltration through 112 DNS requests.

23 | © 2020 Palo Alto Networks, Inc. All rights reserved.



Unit 42 Blogs

e Understanding DNS Tunneling Traffic in the Wild

e Leveraging DNS Tunneling for Tracking and Scanning



https://unit42.paloaltonetworks.com/dns-tunneling-in-the-wild/
https://unit42.paloaltonetworks.com/three-dns-tunneling-campaigns/

Proactively hunting for
low-reputed infrastructure used
by large cybercrimes and APTs



Outline

e Motivation with examples

e Methodology

o Knowledge graph construction

o  Graph Al learner

e Case studies




Introduction

Reactive: Currently, a lot of attacks are detected after they are launched

Proactive: Can we detect attacks before they are launched or early during the attack?

Setting up attack infra,
recon, ...

loCs available

>
i Time

Proactive Detection

Reactive Detection

4y paloaltor
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Observations

Attackers often
e Rotate their attack infrastructure (domains, IPs, file hashes, certificates)
e Automate hosting related activities
e Reuse or share the same attack infrastructure

Attackers set up their infrastructure before they launch the attack.

Existing analyzers often detect only parts of active attack infrastructures.

Pivot on these observations to proactively protect
patient zero victims.




Example Resource Sharing in the Web




Malicious Domains Share/Rotate Hosting Infrastructure

Malicious domains
@ P addresses

=

Top hosting services:
- BL Networks

- AS-CHOOPA

- NameCheap

- Amazon

- Digital Ocean

Prolific Puma malicious link shortening service

4y paloaltor

nnnnnnnn



Malicious Domains Share TLS Fingerprints

s Malicious domains
@  TLS certificate fingerprints

822619A1
707810355...

USPS phishing campaign

4y paloaltor
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Multiple IP Addresses Share Same SSH Fingerprint

185.163.47
oil7/7/

185.163.47
89.1195.‘%09. 180

5.199.161.
55

94.158.245
/ 212
/ 3766e8bec...
91.200.148 \
131

5.252.178. 5.252.178.
28 185.166.19 161
7.239

185.163.47
137

An active self-signed certificate used by Gamaredon

Malicious IPs

SSH fingerprint



Multiple Malicious URLs Distribute Same Malware

http://click-
http://jasb- toevent.co...

Malicious URLs
ouquets.c...

iy Malware hash

http://capi-
http://dem- nvest.vn/g...

giansanac.. \ /
23bc1 2aff http://spor-
t.cash/g76...
http://prag-
athicentral...

http:/faisa-
I-ibrahim.i...

http://vete-
rinary-sur...
http:/high-
albaniatrip...

http://kary-
http:/odd- emek.net/...
sium.com/...

TeslaCrypt delivery URLs




Our Approach




Key Idea: Automated Pivoting + Feature Similarity

Seed malicious
domains, IPs, SSH/TLS
fingerprints, SHA256s,

etc.




Key Idea: Automated Pivoting + Feature Similarity




Key Idea: Automated Pivoting + Feature Similarity

High toxicity
neighborhood




Key Idea: Automated Pivoting + Feature Similarity

Domains similar in
features to known
Mmalicious domains*

*Same applies to IPs




Overall Pipeline

Attacker created | . Domain-TLS
ozl A
" | Domain-SHA256 | |

Malicious . PRI FIENY) . Co-hostlng_ | Knowledge graph .

> released — based domain [—— . = Graph Al model
hostnames ! . : builder

hostnames : discovery :
L pssH
. | Domain/lP-PK | |




Guided Discovery of Domains (Co-Hosting Relationship)

Additional
hosting IPs

Other co-hosted
domains

Hosting IPs

Seed malicious domains




Graph Al-based Detection of Malicious Domains




Graph Schema

e Nodes

o Domain

o Subdomain

o IP

o  File hash

o  TLS/SSH certificate fingerprint
e FEdges

o Domain-Subdomain

o Domain-IP

o Domain-FileHash

o |IP-SSH, Domain-TLS




Labeled Data

e Malicious
o In-house malicious domains
e Benign

o  Tranco top 100K domains

o In-house benign domains




Features
e Lexical features (e.g., # brand/suspicious keywords, # hyphens)
e Hosting features (e.g., # |Ps, hosting duration)
e WHOIS features (e.g., age, days to expiration, privacy)
e Certificate features (e.g., type, issuer)

e |IP features (e.g., # domains, ASN, CQC)

e Content-based features (e.g., # iframes, webform?)




Training the Graph Al (GNN) Model

Domain, IP

Graph
construction

Lexical features
Hosting features
WHOIS features

Feature

(2K from each class)

Labeled data
injection

A

| Semi-supervised

extraction

GNN

GCNConvl GCNConv2

GraphSAGE




Preliminary Results

Local feat 81.05 70.10
Shallow embedding (node2vec) | 84.07 72.23 .
Precision 95.2% | 99.9%
Shallow embedding 86.22 74.54
(metapath2vec) Recall 92.3% | 53.1%
Local features + Shallow 89.01 78.32
embedding
GNN 95.20 92.30

* At 0.5 default cut-off threshold




Results - Why it works Benign
@ Malicious

2w
" L4
‘. 2
’\

‘ L ]

; .

Casses Classes Classes %
e 0 e 0 e 0

1 1 1

Week T Week 2 Week 3
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Case Studies




Case Study 1: Gamaredon APT

e A prominent Russian APT group targeting mainly Ukraine

e Operational since 2014 A A Coo—)
@ > — IEEI —> (@ [«

e 100s of seed domains

Phishing .html file with .rar/.zip file Malicious
base64 encoded containing malicious .Ink
.rar/.zip .Ink

e ~2500 new malicious domains identified

E— e ——
Malicious File HTA file VBScripts Command and
URL Control
fZUNIT 42

4% paloalto’



Gamaredon - Seed Domains

e oOffspringo.ru

offsm'lngo dostaliho

holmiumo ru

dostaliho.ru

e komekgo.shop
e mexv.ru

e erinaceuso.ru e 161.35:118

87

e mahirgo.shop

e holmiumo.ru

mexv.ru :
mahirgo erinaceus- komekgo

.shop o.ru .shop

Hosting Infrastructure

4y paloaltor
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Gamaredon - Guided Expansion Y Sead meldeus deEs

© Expanded unknown domains
@ P addresses

~300 domains in the neighborhood




Gamaredon - Flagged Malicious Domains Seed malicious domains

Expanded unknown domains

IP addresses

00O

Flagged malicious domains

40 high-confidence detections
Later 34 domains were flagged
later as Malware by other
vendors.



Case Study 2: Postal Phishing Campaign

=2 USPSCOM’

USPS Tracking”

e Arecent campaign targeting USPS and 12 other

national postal services around the world.
e Attack vector: Smishing

e Collected ~450 seed domains from this campaign

o Hosted on ~400 unique IP addresses

e |dentified ~5000 additional domains hosted on these

~400 |IP addresses in the last 3 months.

o ~30% of them later flagged malicious by other vendors

,,,,,,,,,,,,
9300120111410471677883

© Gory 4 Adtto tormed Datvery

USPS

Your package Is on hold for an Invalid
recipient address. Fill in the correct address
Info by the link.

click update




Postal Phishing Campaign: Seed Domains and Hosting Infrastructure

anpost-ser-
ver.top

@ Seed malicious domains

146.112.61
.108 anipost.to- 202
p

wis7n @ P addresses

ainpost.to-

Hosting infrastructure shared by phishing domains targeting anpost[.Jcom (lreland’s
national postal service).




Postal Phishing Campaign - Graph Expansion

@ Seed malicious domains
© Expanded unknown domains
@ P addresses

Graph expansion for the phishing pages targeting An Post (anpost[.Jcom)




Postal Phishing Campaign - Flagged Malicious Domains

Seed malicious domains
Expanded unknown domains

IP addresses

Flagged malicious domains




Detecting Domain Hijacking in
Passive DNS



Outline

e Introduction

e Methodology

o  Training a machine learning model

o ML in production

e Case studies




What is Domain Hijacking?

Attackers compromise a domain name

[ J
o  Account takeover at registrar or DNS service provider
o Compromise registrar or DNS service provider
e Point compromised domain name to attacker server
e Expose users to phishing, MitM attack, drive-by-download sites, etc

ce BN\ e

capror™
CEOQ .go0d coth

ma'\\’\S H

8 Set up e
(<) Malicioyg Weber g
Site




Domain Hijacking of a Large Brazilian Bank

e On Oct. 22, 2016 cybercriminals gained control of all 36 domains of the bank
o Used Let's Encrypt to establish certificates

e Pointed all of the bank’s employees and customers to malicious servers
o  Over 5 million customers exposed
o  Phishing sites and malware

e Malware

o Disabled antimalware software

0 Harvested Credentials

o Targeted other banks




Challenges

e Hundreds of millions of new DNS records every day
e Only afew domain hijacking records expected

e Hundreds of terabytes of historical data to process

e Very few cases of known hijacking DNS records for training an ML model




Training a Machine Learning Model

Simulate realistic DNS hijacking attacks

o Using real DNS data

o Inject it back to our passive DNS dataset

Labeled data

o Positive labels: simulated DNS hijacking records
o Negative labels: all new records

Extract 74 features

Train a machine learning model




Features used

Comparison of DNS History of new IP and old IP addresses
o Average DNS record age
e DNS History of new IP
o  #domains where IP address is new
e Comparison of geolocation of new IP and old IP addresses

o Iscountry, ISP, ASN new?

DNS History of the compromised domain

o #|P addresses, # of IP countries

o #of new record types




Features used

e Comparison of DNS History of new IP and old IP addresses

Random forest classifier achieves:

® Precision: 0.99
® Recall: 0.97

o # IP addresses, # of IP countries

o  # of new record types




Machine Learning in Production

<ol sl
Geo
PDNS Location

v ¥

New DNS Preporcessing }Cﬁndidate DNS Feature Extraction

Record Hijacking Record
FeatureVector
\
DNS Hijacking Post Processing Predicted DNS Prediction Pretrianed
Record (Whois, Web, etc.) ijacking Record ML Model

4y paloaltor
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Numbers in Production

== Number of Candidate Records == Number of Hijacking Records

5,000,000 150
4,000,000
100
3,000,000
I
2,000,000
50
1,000,000
0 0

2024-04-01 2024-05-01 2024-06-01 2024-07-01  2024-08-01  2024-09-01

Date

#ypaloalto | FuNiITaz
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Political party dkujpest[.]hu - original website

2024. februar 2.

“ HIREK ~ ROLUNK ~ MEDIA ~ KAPCSOLAT ~ LINKEK ~ LETOLTESEK

L.egfrissebb © Az orbani korrupcié miatt tovabbra sem érkezik az uniés pénzek nagy része @ A DK nem vesz részt az alaptor

Q@Friss @ Népszer( 4 Vided

=3
DK: A kormanyvaltas
utan meg fogjuk...

A bérnévérek kitiltasa
miatt keriltek...

Az orbani korrupcié
miatt tovabbra sem...

HIREK  UJPESTI DK HIREK

Arato Gergely: Nem
tamogatjuk a Fidesz... e ] uspesti ok ivex

A DK nem vesz részt

02 ECEMBER 12 — m v
az alaptoérvény-...
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Political party dkujpest[.]hu - phishing webpage

BE Microsoft
Sign in

fomeone@example.com

Can’t access your account?

Qh Sign-in options




Large U.S. utility management company - defaced webpage

WE ARE GARUDA SECURITY




Large U.S. utility management company - hijacked DNS record

Hijacked A record

Geolocation/ASN Last Seen y First Seen o

07/02/2024 18:45 PDT 02/03/2014 20:28 PST

Falkenstein, Sachsen, Germany (’E DE)
ISP name: Hetzner Online GmbH
176.9.24.28 Subnet: 176.9.21.128 - 176.9.49.55 05/07/2024 08:45 PDT 05/07/2024 08:45 PDT

ASN: ASNumber: 24940 ASName: "HETZNER-AS, DE")

4y paloalto
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Large internet service provider - hijacked DNS record

Name Server Last Seen y First Seen .

I 07/03/2024 16:56 PDT ~ 12/19/2013 22:44 PST

I 07/03/2024 16:56 PDT 12/19/2013 22:44 PST
Name server hijacked

ns2.csit-host.com 05/25/2024 20:47 PDT 05/24/2024 11:29 PDT

(m .csit-host.com 05/25/2024 20:47 PDT 05/24/2024 11:29 PDT]




Research Institution c-sharp|.]in - original website

C-SHaRP

Centre for Sexuality and Health Research and Policy

The C-SHaRP Mission

To advance the health of marginalized
communities (especially sexual minorities
and people living with HIV) and play a lead
role in contributing to evidence-informed
programmes and policies by:

« Offering high quality technical support
for research and policy analysis;
Conducting essential applied and policy
research, and programme and policy
evaluations; and

Strengthening the capacity of key
stakeholders on research and policy
formulation and analysis.

Recent Peer-reviewed Journal Articles

Chakrapani, V., Newman, P. A,
Sebastian, A, Rawat, S,
Shunmugam, M., & Sellamuth, P.
(2021). The Impact of COVID-19
on Economic Well-Being and
Health  Outcomes  among
Transgender Women in_ India.
Transgender  Health,  doi:
10.1089/1gh.2020.0131.  Online
ahead of print

[ View Liebertpub ]

Chakrapani, V. (2021). Need for
transgender-specific data from

V., Scheim, A. L,
Shunmugam, M.
Rawat, S., Baruah, D., . . . Kaur, M.
(2021). Affirming and negotiating
gender in family and social
spaces: sugm-. mental health

nce  among
ansmasculmt people in India.
Cnllnr!. Health & Stxuallly, 1-

I0 1080/13691058.2021. 190199x

[ View PubMed |

* New Updates e
Chakrapani, V.(2019). The syndemic of
violence victimisation, drug use, frequent
alcohol use, and HIV transmission risk
behaviour

Chakrapan, V. (2019). Reducing sexual
risk and promoting acceptance of MSM
living with HIV in India.

Chakrapani, V. (2019). Syndemic
Classes, Stigma, and Sexual Risk
Among Transgender Women in India

Chakrapanl, V. (2019). Syndemics and

Africa and elsewhere. The Lancet Chakrapani, V., Newman, P. A,, HIV-related sexual risk among MSM in
HIV.  doi: 101016552352 Cameron, M., Shunmugam, M., India: influences of stigma and
. A4 3018(20)30344-1. Roungprakhon, S., Rawat, S., . . . resilience
Indian Scarpa, R. (2021). Willingness to
Use Preexposure Prophylaxis Chakrapani, V. et al. (2017). Assessment
LGBTM [ View thelancet ] (PIEP) and Preferences Among of a “Transgender Identity Stigma” sc
& Research Information Centre Chakrapani, V., Newman, P. A. among trans women in India.
Shunmugam, M., Rawat, % d d
Baruah, D., Nelson, R. Discrete  Choice  Experiment.
S. (2021). PrEP eligi '“Dsnf"'f"dm: 10.1007/510461- . .
3 Click Here, risk perception, and willingness 021032535
to use PrEP among high-risk men )
Who have se wih men in ndia: [ View PubMed]
A cross-sectional survey. AIDS
19 doi:
10.1080/09540121.2021.1887801
[ View PubMed ]
Technical Assistance Resources Get Involved

About Us Research & Policy Training

4y paloalto
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Research Institution c-sharpl|.]in - hijacked website

& Selamat Datang di Situs Togel Terpercaya Lakutoto &

TOT(
LAXUTOTO LOGIN

LAKUTOTO @&
Bandar Togel
Resmi & Situs
Toto
Terpercaya
2024

Rp 100 IDR ( Minimal Betting

" KLIK DISINI
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Summary
e \We face a large variety of threats
e Threat actors unintentionally leave behind traces of information
e We can leverage large datasets to detect malicious and compromised domains

e Al is necessary:

o Connect the dots in large datasets

o Proactive detection

o  Solve needle in a haystack problems




Q&A

Janos Szurdi - j[szurdi@paloaltonetworks.com

[} linkedin.com/in/szurdi



mailto:jszurdi@paloaltonetworks.com
http://linkedin.com/in/szurdi

